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IHOJIUTHUKA

MECTHOI aIMUHHUCTPALUM CeJIbCKOro nmocesjienus: Tamuibi-Taga JleckeHckoro
MYHUIMNAJBHOTO paitoHa Kadapanno-baakapckoii Pecnny0Jimky B OTHOIIEHUH
00padOTKH MEePCOHATBHBIX TaHHBIX

1. O01mme moJI0KeHu s

1.1. TepmuHBI 1 onpeneeHNns
IlepconasbHbIe JaHHBIE - 100as HHOOPMALIKS, OTHOCSIIAACS K MPSAMO WU
KOCBEHHO OMPEICJICHHOMY WJIU OmpeenseMoMy (hU3nIecKOMY JUILY (CYObeKTy
NEPCOHANIbHBIX JTAHHBIX).
Omneparop - rocyJapCTBEHHBIN OpraH, MyHULUIIAJIbHBIA OPTaH,
IOpUIUYECKOe WK (PU3UYECKOE JIUIIO, CAMOCTOSITEILHO UM COBMECTHO C JIPYTUMU
JUIAMU OpraHU3YyIoIIKeE U (MJIM) OCYLIECTBISIoNIME 00padOTKy MepCOHANTbHBIX
JAHHBIX, a TAKXKE OMPEEISIIOUIUE 11eJIh 00pabOTKU MEPCOHATBHBIX JAHHBIX,
COCTaB MEPCOHAIBHBIX JAaHHBIX, MOJJIEXKAIUX 00padboTKe, NEHCTBUS (ONIEPALIHH ),
COBEPILIAEMBIE C IEPCOHATBHBIMH JTAHHBIMHU.
O0paboTKa nmepcoOHANBbHBIX JAHHBIX - JTIO00€ NelcTBHE (OTepalus) uiu
COBOKYIHOCTb JI€MCTBUI (ONEPALIMIi), COBEPILIAEMBIX C UCIIOIb30BAHUEM CPEACTB
aBTOMATHU3ALMU WK 0€3 UCIOJB30BaHUs TAKUX CPEACTB C MEPCOHATBHBIMU
JaHHBIMU, BKJTIO4asi cOOp, 3aluch, CHCTEMAaTU3alIMI0, HAKOIUICHHE, XpaHeHHE,
yTouHeHHe (0OHOBJICHHE, N3MEHEHUE ), 3BIICUCHHE, CIIOIB30BaHUE, Iepeaady
(pacnpocTpaHeHue, TMpeaoCTaBlIeHHE, JOCTyM), 00e3TuYuBaHue, OJOKUPOBaHMUE,
yAaJeHUE, YHUYTOKEHHUE NIEPCOHANIBHBIX JAaHHBIX.
ABTOMATH3HPOBAHHAsI 00PA0OTKA MEPCOHAIbHBIX JAHHBIX - 00paboTKa
MEPCOHABHBIX TAHHBIX C TOMOIIBIO CPEJCTB BBIUUCIUTEIBHON TEXHUKHU.
PacnpocTrpaHenue nepcoHaIbHBIX JAHHBIX - ICHCTBUS, HAIIPABJICHHBIE HA
PACKpBITHE MEPCOHAIBHBIX JAHHBIX HEONPEIECICHHOMY KPYTY JIUILL.
IIpenocraBieHne NepCcOHANbHBIX JAHHBIX - JICHCTBUS, HAIIPABJICHHbBIE HA
PacCKpBITHE NIEPCOHANBHBIX JAHHBIX OMPEACICHHOMY JIUILY WM ONPEACIIEHHOMY
KpyTy JIUII.
BiokupoBanue nepcoHaNbHBIX JaHHBIX - BDEMEHHOE IIPEKpAIlCHHE
00paboTKH NePCOHANBHBIX JaHHBIX (32 UCKIIOYEHUEM CITyyaeB, eclii 00paboTKa
HEoO0XOorMa JIJIsl YTOUHEHUS IePCOHAIBHBIX TaHHBIX).



YHUUYTOKEeHHE MePCOHATIBHBIX JaAHHBIX - JICHCTBHSI, B PE3yJIbTATE KOTOPHIX
CTaHOBUTCSI HEBO3MOXKHBIM BOCCTAHOBHUTH COJICPKAHKE MTEPCOHATBHBIX TAHHBIX B
WH(POPMAITMOHHON CHCTEME MEPCOHANBHBIX JaHHBIX U (W) B pe3yJIbTaTe
KOTOPBIX YHUUITOXKAIOTCS MaTepUATbHBIE HOCUTENN NIEPCOHANBHBIX JTaHHBIX.
O0e3inunBaHNe MEPCOHATBbHBIX JAHHBIX - ICHCTBUSA, B PE3YJIbTaTe KOTOPHIX
CTaHOBHTCSI HEBO3MOXKHBIM 0€3 UCIOJIb30BaHUS JOTIOTHUTEIHHON HHPOPMAITUU
OTIPEICTTUTh MPUHAITIC)KHOCTD MMEPCOHATBHBIX TAHHBIX KOHKPETHOMY CyOBEKTY
MIEPCOHAIILHBIX JTAHHBIX.
NudopmanuoHHas cucteMa MepCcoOHATbHBIX JAHHBIX - COBOKYITHOCTb
cozepxammxcs B 0a3axX JaHHBIX MTEPCOHATBHBIX TAHHBIX U 00€CTICUNBAIOIITNX UX
00paboTKy HH(POPMAITMOHHBIX TEXHOJIOTUN U TEXHHYECKUX CPECTB.
TpancrpanunyHasi nepeaaya nepcoHaJbLHBIX JaHHBIX - TIepeaayda
MEPCOHAIILHBIX TAHHBIX HAa TEPPUTOPHIO MHOCTPAHHOTO TOCYAapCTBa OpPTaHy
BJIACTH MHOCTPAHHOTO FOCYAApCTBA, HHOCTPAHHOMY (DU3HYECKOMY JIUILY WJIH
WHOCTPAaHHOMY FOPHIUYECKOMY JIUILY.

1.2. Ha3zHadenue u mpaBoBasi OCHOBA JIOKYMEHTA.

[Tonutrka MECTHOM aJMUHUCTpAIMU celibckoro noceneHus: Tamubi-Tana (nanee
aIMUHUCTpALIMsI) ONpENEsieT CUCTeMY B3IVISIZIOB Ha MmpodiieMy oOecriedeHus
0€30MacHOCTH MEPCOHANIBHBIX JAHHBIX W MPEACTaBIAECT COOOM CHUCTEMATU3UPOBAHHOE
U3JIOKEHHUE LIeJIed W 3a]ad 3allUThl, KaK OJHO WJIM HECKOJIBKO MpPaBWII, IPOLELYp,
MPAKTUYECKUX IPUEMOB W PYKOBOISIIMX TMPUHIUIIOB B 00yacTu WHGOPMAIIMOHHON
0€30MacHOCTH, KOTOPBIMU PYKOBOJICTBYETCS aIMUHUCTPALUS B CBOEH JEATEIBHOCTH, a
TaKK€ OCHOBHBIX MPHUHIUIIOB MOCTPOCHUS, OPraHU3AIMOHHBIX, TEXHOJIOTUYECKUX U

MIPOIICTYPHBIX ACTIEKTOB 00ECIIeUeHUsT O€30MaCHOCTH MEPCOHATBHBIX JAHHBIX.
3akoHoaaTepHON 0CHOBOM HacTtosen [lonutuku sBnstoTcs Konctutyus
Poccuiickon ®enepannn, ['paxxnancknii, YroaoBHbei U Tpy10BOM KOJIEKCHI
Poccuiickoit @enepanuu, @enepanbubiii 3akoH o1 27.07.2006 Ne 152-D3 «O
NepPCOHAIBHBIX TaHHBIX», DeaepanbHblii 3akoH OT 06.10.2003 Nel131-d3 «O6
00IIMX MPUHIIMIAX OPraHU3aIlud MECTHOTO caMoymnpaBieHus B Poccuiickoit
denepaniny, 3aKOHbI, YKa3bl, TOCTAHOBJIEHUS, IPYTHE€ HOPMATUBHBIE JOKYMEHTHI
JeUCTBYIOIIEr0 3aKoHOAaTeNbcTBa Poccuiickoit denepanun, nokymeHnTsl DCTIOK
nu DOCHb Poccun. Ucnonp3oBanune npanHoil [loWMTHKM B KayecTBE OCHOBEI

TUTS

MOCTPOCHHUS KOMIUIEKCHON cHCTeMbl MHGOPMAIIMOHHON 0€30MacHOCTH MEPCOHATBHBIX

JAQHHBIX aIMUHUCTPALMH MTO3BOJIUT ONTUMU3UPOBATH 3aTPATHI HA €€ IMOCTPOCHUE.
[Tpu pazpabotke [TonUTHKY yUUTHIBaIUCh OCHOBHBIE TPUHIIUIIBI CO3aHUS

KOMIUIEKCHBIX CHCTEM oOecreueHns 0e30macHOCTH HH(POpMaLUU, XapaKTePUCTUKH

¥ BO3MOXXHOCTH OPTaHU3AI[MOHHO-TEXHUYECKUX METOJIOB M COBPEMEHHBIX
anmapaTHO-MIPOTrPAMMHBIX CPEJICTB 3aIIUTHI U TPOTUBOICHCTBUS YIPO3aM
0e30macHOCTH HH()OPMALIUH.

OcHoBHbIe nojyoxeHus [TonuTrku 6a3upyroTCs Ha KAaUeCTBEHHOM
OCMBICJICHUHU BOIIPOCOB 0€30MacHOCTH MHGOPMAIIUU U HE 3aTparuBarOT BOIIPOCOB
PKOHOMMYECKOTO (KOJUYECTBEHHOTO) aHaIM3a PUCKOB U 000CHOBaHUS
HEO0OXOJIMMBIX 3aTpaT Ha 3alTUTy HH(HOPMAIIUHU.

2. O0BbeKTHI 3aIIUThI
OCHOBHBIMH O0OBEKTaMHU CUCTEMbI 0€30MaCHOCTH NIEPCOHATBHBIX JJAHHBIX B
aIMUHUCTPAIINH SBIISTFOTCSI:



— MH(QOPMALIMOHHBIE PECYPCHI C OTPAaHUYEHHBIM JOCTYIIOM, COZEpIKAIIe
HepCOHAJILHBIE TAHHBIE;

— Iporiecchl 00pabOTKH MEePCOHATBHBIX JaHHBIX B HH(POPMALIMOHHOM

CHCTEME MEePCOHANBHBIX JaHHBIX aAMUHHUCTPALINHU, HH(OPMAIIIOHHBIE

TEXHOJIOTUH, PETIIaMEHTHI U MPOLeaypbl cOopa, 00paboTKH, XpaHEHHUs U Mepeadn
UH(pOpMaLKH, TIEpCOHAI pa3pabOTUNKOB U MOJIL30BATEIICH CUCTEMBI U €€
00CITy>)KMBAIOIUN TIEPCOHAT;

— uHbopMalMoHHAast UHQPACTPYKTYypa, BKIIOYAIOIIAs CUCTEMBI 00paboTKU

U aHanu3a nH(OpMalMU, TEXHUYECKUE U ITPOTPAMMHEBIE CpEACTBa ee 00paboTKH,
nepesayn U 0TOOpaxKeHusl, B TOM YMCIIe KaHaJbl HH)OPMAIIMOHHOTO 0OMEHA U
TEJIEeKOMMYHUKALIMU, CHCTEMBI M CPE/ICTBA 3aIUThI MH(POPMALIUU, OOBEKTHI U
MOMEIIEHUS, B KOTOPBIX PACIOJIO0XKEHBI TEXHUYECKUE CPEJCTBA 00pabOTKH
NEPCOHANBHBIX JaHHBIX.

3. Hesn 1 3a1a4u o0ecneveHUus1 0€30MaACHOCTH NMEPCOHAIbHBIX TAHHBIX

3.1. HTepechl 3aTparuBaeMbIx CyObeKTOB HH()OPMAIIMOHHBIX OTHOIICHUH.
CyObexTamu nHGOPMAIIMOHHBIX OTHOIIEHUH MpH 00ecrieueHN

0€30IaCHOCTH NEPCOHAIBHBIX JAHHBIX a[IMUHUCTPALIUN SBIISIOTCA:

— MECTHOM aJJMMHHUCTPAIUH celIbcKoro nocenenus Tanuisl-Tana, kak COOCTBEHHUK
MH(POPMALIMOHHBIX PECYPCOB;

— PYKOBOJICTBO U COTPYIHUKH aIMUHHUCTPAIIMU, B COOTBETCTBUH C BO3JIOKCHHBIMHU Ha
HUX (DYHKLIHSAMU.

[lepeuncnennpie cyObeKTh HHPOPMAITMOHHBIX OTHOIICHUN

3aMHTEPECOBAHBI B 00ECIICUCHHH:

— CBOEBPEMEHHOTO JIOCTYIa K HEOOXOUMBIM UM NIEPCOHANBHBIM JTaHHBIM

(MX TOCTYITHOCTH);

— JOCTOBEPHOCTH (ITOJHOTHI, TOYHOCTH, aJIEKBATHOCTH, L[EJIOCTHOCTH)

NEePCOHAJIBHBIX JaHHBIX;

— KOH(QUIEHIIMATILHOCTH (COXpaHEHHS B TallHE) MEPCOHANBHBIX 1aHHBIX;

— 3aIIUTHI OT HABSA3BIBAHUSI UM JIOXKHBIX (HEOCTOBEPHBIX, UCKAKEHHBIX )
NEePCOHATBHBIX JAHHBIX;

— pa3rpaHUYeHus] OTBETCTBEHHOCTH 32 HApyILIEHUs UX MpaB (MHTEPECOB) U
YCTaHOBJIEHHBIX MTPABUJI OOpAIIEHUs C IEPCOHATLHBIMU 1TaHHBIMU;

— BO3MOXXHOCTH OCYILECTBJICHUS HEMTPEPHIBHOTO KOHTPOJIS U yIPaBICHUS

mpoiieccamMu 00padOTKU U TIepeaaun EPCOHATBLHBIX JaHHBIX;

— 3alUTHl IEPCOHANBHBIX JAHHBIX OT HE3AKOHHOTO PACTIPOCTPAHEHHUS.

3.2. llenwn 3am1uTHL.

OCHOBHO¥ 11€J1b10, HA IOCTH>KEHHE KOTOPOW HAIIPABIICHBI BCE MOJIOKECHUS

HacTosameil [lonutuku, sBusgerca 3ammra cyObeKTOB MH(GOPMAIIMOHHBIX OTHOIIEHUMN
aJIMUHUCTPAlMM OT BO3MOXKHOTO HAHECEHHs] MM MaTepuaibHOrO, (HU3HUECKOTO,
MOpPAJILHOTO WJIM MHOTO YyIIepOa, MOCPEACTBOM CIy4YailHOTO WMJIM IMpeIHaMEpPEHHOTO
BO3/ICUCTBUSl Ha IEPCOHAIbHbIC JaHHBIE, MX HOCHTEIH, NPOLEcChl 00padOTKU U
nepeaayu.

VYkazaHHas 11eJb IOCTUTAETCS MOCPECTBOM 00ECTIeYeHUs U IOCTOSHHOTO
HOJIEP)KaHUS CIEAYIOMINUX CBOMCTB MEPCOHATBHBIX JaHHBIX:

— JIOCTYITHOCTH NE€PCOHAIBHBIX TAaHHBIX JUIS JIETAIbHBIX ITOJIb30BaTENIEH

(ycTOMYMBOTO (PYHKIIMOHUPOBAHUSA WH(OPMALIMOHHON CUCTEMbI aIMUHUACTPALINH,



IPU KOTOPOM MOJIB30BATENN UMEIOT BO3MOKHOCTD MOJIy4eHHUS] HEOOXOAUMBIX
NEPCOHANIbHBIX JJAHHBIX U PE3YJIbTATOB PEIICHUS 3314 3a IpUeMIIeMOe JJIsl HUX
BpeMsl);

— LEJIOCTHOCTU U ayTEHTUYHOCTH (TIOJTBEPKACHUE aBTOPCTBA) NEPCOHATBHBIX TAHHBIX,
XpaHUMBbIX M 00paldaTbIBa€MbIX B HH(POPMAIMOHHON CHCTEME aJMHHHUCTPALUU U
nepe1aBaeMoil 1o KaHajlaM CBSI3U;

— KOH(QUICHIIMATBHOCTU - COXPAHEHHsI B TallHE OMpPENEJICHHON YacTH MEePCOHAIbHBIX
JaHHBIX, XPAaHUMBIX, 00padaThIBAEMbIX U MEPEIaBAEMbIX MO KaHaJIaM CBSI3H.
HeoOxomuMmelii  ypoBeHb JOCTYNMHOCTH, LEJIOCTHOCTH U KOH(PHUACHLIHUAIHLHOCTU
NEPCOHANBHBIX JTaHHBIX 00ECMEYMBACTCS COOTBETCTBYIOIIMMHU MHOKECTBY 3HAYMMBIX
yIpo3 METOAAMHU U CPEJICTBAMHU.

3.3. OcHOBHBIE 33[]a4H CUCTEMBI 0OecredeH s 0€30MaCHOCTH MePCOHATBHBIX JAHHBIX.
Jl51s oCTHKEHHS] OCHOBHOM II€JIN 3aIUTHl U 00ECTIeUeHuUsT yKa3aHHBIX

CBOMCTB MEPCOHANIBHBIX JJAHHBIX cHCTeMa 0OecrneueHusi HHPOPMalMOHHOM
0€30MacHOCTH aIMUHUCTPAIIMU JOJDKHA o0ecrieuynBaTh 3(hPEKTUBHOE pEIICHUE
CJIeIYIOIIUX 3a/1a4:

— CBOEBPEMEHHOE BBISIBIICHHE, OIEHKA U TPOTHO3UPOBAHUE MCTOYHUKOB YIpo3
UH(OPMAIMOHHOW 0€30MaCHOCTH, MPUYMH U YCJIOBHM, CIIOCOOCTBYIOIIMX HAHECEHUIO
yiiep0a 3auHTEPECOBAaHHBIM CyOBbEKTaM MH(MOPMALMOHHBIX OTHOILIECHUMN, HapyUICHUIO
HOPMAJIBHOTO (HYHKIIMOHUPOBAHUS MHPOPMAIIMOHHOM CUCTEMBI aIMUHUCTPALIH;

— CO3JaHME MEXaHU3Ma OIEPAaTUBHOTO pPEarupoBaHUs Ha Yrpo3bl 0€30MacHOCTU
uHGOpMaIlMU U HETaTUBHBIEC TEHACHIINU;

— CO3JaHME YCJIOBUM [JIsI MUHUMH3AIMU U JIOKAJIM3allUd HAaHOCHUMOIO yuiepOa
HENPaBOMEPHBIMU JIEHCTBUSIMU (DU3MUECKUX U IOPUIUYECKHX JIUI, oOcjabiieHue
HEraTUBHOTO BJIMSHHUS M JIMKBUJAIUS TOCJEACTBUNA HapylIeHHs Oe30IacHOCTH
uHbOpMaIuy;

—3alUTy OT BMENIaTelbcTBa B Ipoliecc (YHKIHOHUPOBaHUS HHGOPMAILIMOHHON
CUCTEMBbI aJIMUHUCTPALMK MOCTOPOHHUX JIUI (JOCTYI K MH(POPMAIMOHHBIM pecypcam
JNOJDKHBI ~ MMETh  TOJIBKO  3apEeTUCTPUPOBAHHBIE B  YCTAHOBJICHHOM  MOPSAKE
MOJIb30BATENN);

— pasrpaHUyY€HHUE JIOCTyMa TMOJb30BareNed K MHGOPMAIMOHHBIM, amnnapaTHbIM,
IPOrpaMMHBIM U HMHBIM pecypcaMm aJIMUHUCTpaluu (BO3MOXXHOCTh JOCTyNa TOJBKO K
TEM pecypcaM M BBIIIOJHEHHS TOJIBKO TeX OIepaluil ¢ HUMH, KOTOpble HEOOXOAHMbI
KOHKPETHBIM I0JIb30BATENSIM JIJIsI BBITIOJHEHHSI CBOMX CIY>KEOHBIX OOS3aHHOCTEH), TO
€CTb 3aIlIUTy OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

— obecrieyeHne ayTeHTH(PHUKAIMU TOJIb30BaTENeH, YUaCTBYIOIUX B MH(GOPMALMOHHOM
oOMeHe (MOATBEePKACHHUE MOATUHHOCTH OTIPABUTENIS U MOTydaTesns HHpOopMaIun);
—3alUTy  OT  HECAHKIMOHUPOBAHHOM  MOAM(PHUKAIMU  HCHOJIB3YEMBIX B
UH(POPMAITMOHHON CHUCTEME aIMUHUCTPALMU MPOrPAMMHBIX CPEJICTB, a TAKXKeE 3aIIUTy
CHUCTEMbI OT BHEJPEHUS] HECAHKIIMOHUPOBAHHBIX MPOrpamMM, BKJIKOYAs KOMIbIOTEPHbIE
BUPYCBHI;

— 3aIIUTy MHPOPMALUU OTPAHUYEHHOTO MOJIb30BAHUS OT YTEUKH MO TEXHUYECKUM
KaHaJlaM Ipu ee 00paboTKe, XpaHEHUH U Nepeaayde 1Mo KaHajaM CBS3H.

3.4. OcHOBHBIE ITYTH PELIEHUA 3a0a4 CUCTEMBI 3AILIUTBHI.

[TocTaBieHHbIE OCHOBHBIE 1IE€M 3AlUTHl U PEUICHUE MEPEUYUCICHHBIX BBINIE 3a1a4
JOCTUTAIOTCSI:



— CTPOTUM YY€TOM BCEX MOJIeKAUIUX 3alllUTe PECYpPCOB MH(POPMAIMOHHON CHCTEMBbI
aaMUHUCTpaimu (MHGOpMalK, 3ajad, JOKYMEHTOB, KAaHAJIOB CBSI3H, CEPBEPOB,
aBTOMATU3HUPOBAHHBIX PAOOUUX MECT);
— )KypHaJUpOBaHUEM JEHUCTBUM TMEpPCOHANA, OCYIIECTBISIIONIETO OOCIYy>KMBAHUE U
MOAU(PUKALMIO TPOTPAMMHBIX U TEXHUUYECKHUX CPEACTB MHPOPMAILIMOHHON CUCTEMBI;
— [OJIHOTOM, peajbHONl BBIMOJHUMOCTBIO U HEMPOTUBOPEUMBOCTHIO TpeOOBaHUMU
OpPraHU3ALMOHHO-PACTIOPSAUTENBHBIX JIOKYMEHTOB aJMUHUCTPALMK [0 BOIPOCaM
oOecrnieueHnst 6€30MaCHOCTH HHPOPMAIIIH;
— MMOATOTOBKOM JTOJPKHOCTHBIX JIALL (COTPYTHUKOB), OTBETCTBEHHBIX 32 OPraHU3alHUI0 U
OCYIIIECTBIICHUE TMPAKTHYECKUX MEPONPHUATHNA 1O oOecredeHuo 06e30macHOCTH
NEPCOHANBHBIX JaHHBIX U MPOLIECCOB UX 00PaOOTKY;
— HaJICJICHUEM KaXXJI0TO COTPYIHHUKA (TI0JIH30BATEIIA) MUHUMAIBHO HEOOXOAUMBIMU JIJIS
BBITMIOJIHEHHSI UM CBOUX (DYHKIIMOHAIBHBIX 00S3aHHOCTEN MOJHOMOYHUSIMU IO TOCTYIY K
MH(OPMAIMOHHBIM PECYpCaM aIMUHUCTPAIUY;
—YEeTKUM 3HaHUEM ©  CTPOTUM  COOJIIOJICHUEM  BCEMHM  IOJIb30BaTEISIMU
MH(OPMAIMOHHOW CUCTEMBI aIMUHUCTPALIUKA TPEOOBAHUI OpraHU3alMOHHO-
pacnopsiIUTENbHBIX JOKYMEHTOB 110 BOIIpOcaM obecreueHust 0€30MacHOCTH
NEPCOHANIBHBIX JAHHBIX;
— MEPCOHAJIbHON OTBETCTBEHHOCTHIO 32 CBOM JACHCTBUS KaXKJI0OTO COTPYAHUKA, B paMKax
CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEM HMEIOIIEro AOCTYN K HWH(GOPMAIMOHHBIM
pecypcaM aJMUHUCTPALUH;
— HENPEPHIBHBIM MOJACpKAHUEM HEOOXOIMMOTO YPOBHS 3aIUIICHHOCTH 3JIEMEHTOB
UH(GOPMAIIMOHHOMN Cpe/bl AMUHHUCTPAIIIH;
— IpUMEHEHHEM (U3NYECKUX U TEXHHUYECKHX (IIPOrpaMMHO-ANIMapaTHBIX) CPEICTB
3aIUMTBl PECYPCOB CHUCTEMBI W HENPEPHIBHOW AJIMUHUCTPATUBHOW NOIIEPKKOU HX
UCITOJIb30BAHUS;
— 3(PEeKTUBHBIM KOHTPOJEM HaJl COOJIOJCHUEM IMOJIb30BATEIAMU UHPOPMALIMOHHBIX
peCypcoB aIMUHUCTpAIUU TpeOOBaHUM MO 0OecrieYeHNI0 Oe30MacCHOCTH UHPOPMALIUH;
— IOPUJIMYECKON 3alMTONM WHTEPECOB AJMHHHMCTPALlMU TpPU B3aUMOACHCTBUU C
BHEIIHUMHU OpraHu3alusiMu (CBA3aHHOM C OOMEHOM MEpPCOHAIbHBIMU JAHHBIMHU) OT
MIPOTUBOIIPABHBIX JEUCTBUM, KAaK CO CTOPOHbI JTHUX OpraHu3alvi, Tak W OT
HECAaHKIIMOHUPOBAHHBIX JEHCTBUN 00CITY>KMBAIOILETO MEPCOHANIa U TPETHUX JIUII.

4. OcHOBHbIC NIPUHIUIIBI NOCTPOCHUSI CHCTEMBbI 0€30IIaCHOCTH
NMEePCOHAIbHBIX TaHHBIX
[Toctpoenue cucrtembl, oOecreyeHHs OE30MaCHOCTH  IMEPCOHAIBHBIX  JaHHBIX
aIMUHUCTpALUU, U €€ (YHKIIMOHUPOBAHHUE JTOJDKHBI OCYIIECTBIATHCS B COOTBETCTBHUU
CO CJIEAYIOUIMMHU OCHOBHBIMU TPUHIIUIIAMMU:
— 3aKOHHOCTb;
— CUCTEMHOCTB;
— KOMILIEKCHOCTb;
— HETMPEPHIBHOCTH;
— CBOEBPEMEHHOCTB;
— MPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPILIEHCTBOBAHMS;
— pa3yMHasi JOCTaTOYHOCTh (3IKOHOMUYECKas L1eTeCO00Pa3HOCTh);
— MEepPCOHAJIbHASI OTBETCTBEHHOCTD;
— MUHMMM3aLUs TOJTHOMOYMH;



— UCKJTIOYCHHE KOH(IMKTa HHTEPECOB;
— B3aMMOJICHCTBHUE U COTPYIHUYECTBO;
— THOKOCTh CICTEMBI 3aIlIHTHI;
— OTKPBITOCTh AJITOPUTMOB M MEXaHU3MOB 3aIIIHUTHI;
— MPOCTOTa IPUMEHEHUS CPEJICTB 3aIUTHI;
— 000CHOBaHHOCTh U TEXHUUYECKAsI PEaTU3yeMOCTh;
— cHeruaiIn3anus U npodhecCuoHaIn3M;
— 00513aTE€IBbHOCTH KOHTPOJISL.

4.1. 3aKOHHOCTb.
[Ipenmonaraer OCYLIECTBICHHE 3alIUTHBIX MEPOMNPUATUNH U Pa3pabOTKy CHUCTEMBbI
0€30MacHOCTH  MEePCOHANBHBIX JIAHHBIX aJMUHHUCTPAllMd B  COOTBETCTBHUH C
JCHCTBYIOIMM 3aKOHOJIATEIbCTBOM B O0JIACTH 3aIUTHl MEPCOHAJBHBIX JaHHBIX, a
TaKKe JPYrHuX 3aKOHOJATENIbHBIX akTOB MO Oe3omacHoctu wuHpopMmaimun PO, ¢
NPUMEHEHHEM BCEX  JO3BOJICHHBIX METOJIOB OOHapyXeHUs U  IpeceucHUs
NpaBOHAPYUICHWH Tpu paboTe ¢ TMEepPCOHANBHBIMH JaHHBIMH. [IpUHATBIE MEpHI
0€30MMacHOCTH TEPCOHANBHBIX JJAHHBIX HE JOJDKHBI MPEMSITCTBOBATH JIOCTYITY
NIPaBOOXPAHUTEIBHBIX OPTaHOB B MIPEyCMOTPEHHBIX 3aKOHOAATEILCTBOM CITyYasX.
Bce mnonp3oBaTenn WHPOPMAIMOHHOW CHCTEMBl aIMUHHUCTPAIMU JOJDKHBI HMETh
npeCTaBieHne 00 OTBETCTBEHHOCTH 3a IIpaBOHApYyIIEHUS B o00JacTu 00pabOTKH
NEPCOHANBHBIX JaHHBIX.

4.2. CUCTEeMHOCTb.

CuCTeMHBIN MOJIX0]] K TIOCTPOSHUIO CUCTEMBI 3aIUTH MH(POPMAIIUK B aIMUHUCTPAIIUU
IpernoiaraeT y4eT BCEX B3aMMOCBS3aHHBIX, B3AUMOACHCTBYIONIUX M M3MEHSIOMIUXCS
BO BPEMEHU DJIEMEHTOB, YCIOBUN U ()aKTOPOB, 3HAUMMBIX JIJII TOHUMAHUS U PEIICHUS
npo6iieMbl obecrieueHus: 0€30MacHOCTH NEPCOHAIBHBIX JaHHBIX.
[Ipu co3maHMM CHUCTEMBbI 3alWTHI JOJDKHBI YUYHUTHIBAThCS Bce ciadble W Haubolee
ySI3BUMBIE MecTa WH(OPMAIMOHHOW CHCTEMbl aJMHHHUCTPAIMH, a TaKXe XapakTep,
BO3MOXKHbIE OOBEKTHI M HamNpaBlICHUS aTaKk Ha HEE CO CTOPOHBI HapyIIUTENeH
(0cOOEHHO BBICOKOKBATU(PUITUPOBAHHBIX 37I0YMBIIIJIEHHUKOB).
Cucrema 3aIUThl JODKHA CTPOUTHCS C YUYETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB
IPOHUKHOBEHUS W HECAHKIMOHMPOBAHHOTO JOCTyNa K WHGOpMAaIlMU, HO C y4EeTOM
BO3MO>KHOCTH

4.3. KoMnieKkcHOCTb.
KomrmiekcHOe UCIoIb30BaHUE METOAOB M CPEJICTB 3aLIUTHI KOMIIBIOTEPHBIX CHUCTEM
MpEANoaraeT COrjiaCOBaHHOE MPUMEHEHUE PA3HOPOAHBIX CPEACTB IPU MOCTPOCHUU
LEJTOCTHOM CHUCTEMBI 3allUThI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHBIE (3HAYMMBIE)
KaHAJIbI peaM3aiil yrpo3 U HE COJEep Kallei cIadbIX MECT Ha CTHIKAX OTHEIBHBIX €
KOMITOHEHTOB. 3aluTa J0HKHA CTPOUTHCS IIETOHUPOBAHO.
Buemmnsis  3ammra gomkHa  obecrnedumBaThCs (QU3MUECKUMHU  CPENICTBAMH,
OpraHU3AIMOHHBIMU U TPABOBBIMU MEPAMHU.

4.4. HenpepbIBHOCTD 3alUTHI.
ObecnieueHre 0€30MACHOCTH MEPCOHAIBHBIX JAHHBIX - MPOILIECC, OCYIIECTBISIEMbIN
PYKOBOJCTBOM aIMUHUCTpAIUH, aIMUHUCTPATOPaMU O€30aCHOCTH UH(POPMaLIMOHHOM
CUCTEMBbI U COTPYAHUKAMU BCEX YPOBHEU. ITO HE TOJIBKO U HE CTOJILKO MPOLEAYpa WIH



NOJINTUKA, KOTOpas OCYUIECTBIISIETCS B OINPEICICHHBIH OTPE30K BPEMEHH WIIU
COBOKYMHOCTb CPEJICTB 3aILUTHI, CKOJIBKO MPOLECC, KOTOPBIM JOJIKEH MOCTOSSHHO UITH
Ha BCEX YPOBHSAX BHYTPU aIMUHUCTPALMU U KKl COTPYAHHMK aJIMUHHUCTpALUU
JOJDKEH TMPUHMMATh Y4YacTUe B A3TOM Iporecce. JlesTelbHOCTh MO 00eCreyeHuIo
UHOOPMAIIMOHHOW  OE€30MaCHOCTH  SIBJISIETCS. COCTABHOM YacThIO IOBCEIHEBHOMU
nesTeabHOCTH  aAMuHuUcTpaimu. W ee >PGeKkTUBHOCTH 3aBUCUT OT y4yacTus
PYKOBOACTBA aaMUHHUCTpAllMd B oOOecrneueHud HHPOPMAIIMOHHON 0e301macHOCTH
NIEPCOHAIIBHBIX JAHHBIX.

Kpome TOro, OONBIIMHCTBY (PU3NYECKUX M TEXHUYECKUX CPEICTB 3aIUTHI IS
3p(GEKTUBHOTO  BBIMOJIHEHHUS  CBOMX  (QYHKUMH  HEOOXOAMMAa  MOCTOSHHAs
OpraHu3alvoHHas (aAMUHUCTpPATHBHAs) TNOJAJEpKKAa (CBOEBpEMEHHasi CMEHa W
o0OecriedyeHHe  MPABUIBHOTO  XpaHEHUS U TPUMEHEHUS  HMMEH, MapoJieH,
nepeonpeeieHie MoJTHOMOYnd U T.11.). IlepepbiBbl B paboTe CpeACTB 3alIUThl MOTYT
ObITh MCMOJIb30BaHbl 3J0YMBIIUICHHUKAMHU [IJIs1 aHaliM3a MPUMEHSEMbIX METO/IOB U
CPEICTB 3alllUThI, JJIsi BHEAPEHUS CHEHHAIbHBIX MPOrPaMMHBIX U alMapaTHbIX
"3aKknag0K" U APYyTUX CPEACTB MPEOIOJICHUS 3AIIUTHI.

4.5. CBOEBpEMEHHOCTb.

[Ipeanonaraer ymnpexaalIuii xapaktep Mep oOecreyeHuss 0e30IMacHOCTH
NEPCOHANIbHBIX JIaHHBIX, TO €CTh IIOCTAHOBKY 3a7ady M0 KOMIUIEKCHOW 3allluTe
NEPCOHANBHBIX JaHHBIX U PEAIM3alNI0 Mep oOecrieueHus: 0€30MacHOCTH NMEePCOHATBHBIX
JAaHHBIX HA PAaHHUX CTaIusAX Pa3pabOTKH WH(OPMALMOHHBIX CHUCTEM B IIEJIOM U HX
CUCTEM 3aILUTHI, B YaCTHOCTH.

Pa3paboTka cuctembl 3alUThl JOHKHA BECTUCH MapajliedbHO C pa3pabOTKOM
¥ Pa3BUTHEM CaMOW 3aIUIaeMol WH(POPMAIMOHHOW CHUCTEMBI. DTO MO3BOJUT y4eCTh
TpeOOoBaHUsI OE30MACHOCTH MPHU MPOESKTUPOBAHUU APXUTEKTYpPHI U, B KOHEUHOM CUETE,
co3nath Oozee s¢¢ekTuBHbIE (KaK IO 3aTpaTaM pECypcoB, TaK M IO CTOWKOCTH)
CHUCTEMBI, 00JIa/Ial0IIKEe JOCTATOYHBIM YPOBHEM 3aLUIIIEHHOCTH.

4.6. ITpeeMCTBEHHOCTh M COBEPIIEHCTBOBAHUE.

[IpeanonaraeT MNOCTOSIHHOE COBEPIIEHCTBOBAHUE MEP U CPEJCTB 3aIUTHI
NEPCOHANIBHBIX JAHHBIX HA OCHOBE [MPEEMCTBEHHOCTM OpPraHU3allMOHHBIX U
TEXHUYECKUX  pEIIEHUH, KaJpOBOTO  COCTaBa, aHainu3a (QYHKIHMOHUPOBAHUS
UHOOPMAIMOHHOW CHUCTEMBbl aJAMUHUCTPALIMM W CHUCTEMbl €€ 3allUThl C Y4YEeTOM
U3MEHEHHH B METOJaX M CpeACTBaxX MepexBaTa HWHGPOpPMAIUU, HOPMATHUBHBIX
TpeOOBaHUIl MO 3allUTE, JOCTUTHYTOTO OTEUECTBEHHOTO U 3apyOEKHOTO OIbITa B 3TOM
o0racTu.

4.7. PazymHasi 1OCTaTOYHOCTH (IKOHOMHYECKAS T1eJIeCO00Pa3HOCTB ).
[IpenmonaraeT cOOTBETCTBUE YPOBHS 3aTpaT HA o0ecrieueHrne 6e30MacHOCTH
NEPCOHANBHBIX JAHHBIX IIEHHOCTH MH()OPMAIIMOHHBIX PECYpCOB U  BEIUYUHE
BO3MOXKHOTO ymiepba OT UuX pa3rfialleHus, YTpaTbl, YTEYKHU, YHUUTOXKECHHUS U
uckaxxenus. Hcnonbs3yemble Mepbl M cpeAcTBa obecriedeHus: 0e30MacHOCTH
MH(OPMAIMOHHBIX PECYpPCOB HE JOJKHBI 3aMETHO YXYIIIaThb SPrOHOMUYECKHE

nokasareyid paboThl KOMIOHEHTOB HH(POPMAIITMOHHOM CUCTEMbI aAMUHUCTPALIUH.

W3nuixaue Mepbl 6€30MacHOCTH, TOMUMO 3KOHOMHYECKOW Hed(pPEeKTUBHOCTH,
OPUBOAST K YTOMIGHHIO M pasapaxkeHuto mnepcoHana. Co3natb aOCOMIOTHO
HEIPEOIOIMMYI0 CUCTEMY 3alllUThl IPUHIIMIHAIBHO HEBO3MOXKHO. [Toka nepcoHanbHbIe
JaHHBIEC HAXOASTCS B OOpaIleHnH,



IPUHUMAaeMble MEpbl MOTYT TOJIBKO CHH3UTh BEPOSTHOCTh HETATHBHBIX BO3/AEHCTBUIA
WIN ynepO OT HUX, HO HE MCKIIIOYHTh UX MOJHOCTHIO. [IpH 10CTaTOYHOM KOJIUYECTBE
BPEMEHHU U CPEACTB BO3MOXHO MPEOJOJETh Jt00yro 3ammuty. [ToaroMy nMeeT cmbica
paccMaTpuBaTh HEKOTOPBIA TpUEMIIEMBIH YpPOBEHb oOOecriedeHuss Oe30MacHOCTH.
BeicokoaexTrBHas cucTemMa 3alIUThl CTOUT JOPOrO, HCHOJB3YeT MpH padoTe
CYLIECTBEHHYIO YaCTh PECYpCOB M MOXKET CO34aBaTh OIIyTHMbIE JOMOJHHUTEIbHbIC
Hey1o0cTBa MoJib30BaTeNsIM. BakHO MpaBMIIBHO BBIOpPATh TOT JOCTATOYHBIM ypOBEHB
3alUThl, TPU KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOKHOTO yuiepba Obun Obl

IPUEMJIIEMBIMHU.

4.8. [lepcoHanmbHass ~ OTBETCTBEHHOCTb. [Ipeanonaraer  BO3JIOKEHHE
OTBETCTBEHHOCTH 3a oOecrieueHue  0e30MacHOCTU MEPCOHANBHBIX TAHHBIX U CUCTEMBbI
X 00pabOTKH HA KaKIOTO COTpYyJHWKAa B TIpeAeiax ero MoJHOMOuHid. B
COOTBETCTBHUU C 3TUM MPUHLHUIIOM  pachpeleieHne npas u 00s13aHHOCTEH
COTPYAHHUKOB CTPOMUTCS TAKMM 00pa3oM,  4YTOOBI B cilydae Jr000ro HapylIeHUs Kpyr
BUHOBHHKOB ObLI YETKO M3BECTEH MU CBE/IEH K MUHUMYMY.

4.9. MyuHuMHU3aIMs TOJTHOMOYNH.

O3HauaeTr npeaocTaBieHUE MOJIb30BATENSIM MUHUMAJIBHBIX MIPaB I0CTyNa B
COOTBETCTBUHU CO CIIyEOHOW HEe0OXOAMMOCThbIO. JIOCTYN K MepCOHAIbHBIM JIaHHBIM
JOJDKEH TPEOCTaBIAThCA TOJBKO B TOM CiIyyae M 00BbEME, €Clid 3TO HEeOOXOAUMO
COTPYAHUKY JIJISI BBITIOJTHEHHSI €TO IOJDKHOCTHBIX 00sI3aHHOCTEH.

4.10. Uckmouenue kKoHMINKTa UHTEPECOB (pa3aeneHne QyHKIHi).
DddextuBHas cucrema obecrneueHrus WHOOPMAITMOHHONW O€30MaCHOCTH MPEIToIaraet
YETKOE pa3JeicHue OOS3aHHOCTEH COTPYIHUKOB M MCKIIOUEHHE CUTyallui, KOrjaa
chepa OTBETCTBEHHOCTH COTPYJHHUKOB JOMyCKaeT KOH(PMKT wuHTEepecoB. Cdepsl
MOTCHITMATBHBIX KOH(PIMKTOB JOHKHBI BBISIBIISTHCS, MUHUMU3UPOBATHCS, U HAXOIUTCS
M0J] CTPOTUM HE3aBHCUMBIM KOHTPOJIEM.

Peanuzanus naHHOTO MPUHIMIIA TPEATNOJaraeT, YTo HA OJIUH COTPYIHUK HE
JOJKEH UMETh MOJIHOMOYHM, MO3BOJISIOIIUX EMY €IMHOJIMYHO OCYUIECTBISATh
BBITIOJIHEHUE KPUTUYHBIX onepanuii. Hanenenue coTpyIHUKOB MOJTHOMOYHUSIMH,
MOPOXKIAIOIIMMHU KOH(MIUKT UHTEPECOB, 1a€T EMY BO3MOKHOCTb MOATACOBBIBATh
MH(OPMAIUIO B KOPBICTHBIX HEJSIX WU C TEM, YTOOBI CKPBITh MPOOJIEMbI HIIH
MOHECEHHbIE YOBITKU. /{7151 CHOKEHUS pUcKa MaHUITYJIUPOBAHUS TEPCOHAILHBIMU
JTAHHBIMH M PUCKA XUIICHUS, TAKAE TTOJTHOMOYHS TIOJDKHBI B MAKCUMAIBHO
BO3MOYKHOU CTETICHH OBITh Pa3Ae/ICHbl MEXKIY PA3IMIHBIMUA COTPYAHUKAMH WU
Mo/Ipa3ieNIeHUsIMUA aqMUHACTpaIuu. Heo0Xxo1MMo TpOBOIUTE IEPUONIECKUAC
MIPOBEPKH 00s3aHHOCTEH, GYHKIMI U IEATETLHOCTH COTPYIHUKOB, BBHITTOTHSIFOIITUX
KJTF0OUeBbIC (DYHKIIMH, C TEM, YTOOBI OHU HE UMETN BO3MOXXHOCTH CKPHIBAThH
COBEPIIICHUE HETIPABOMEPHBIX AeicTBUi. Kpome Toro, He0OX0aMMO MPUHUMATH
CIielIMaJIbHBIE MEPBI [0 HEJOMYIIIEHUIO CTOBOPa MEXKIAY COTPYIHUKAMMU.

4.11. BzaumoaeicTBue U COTPYTHUYECTBO.
[Ipeanonaraer co3gaHue OnaronpusiTHOM arMocdephl B KOJUIEKTUBE aJIMHHHUCTPALIUU.
B Takoil oOcTaHOBKE COTPYIHUKH AOJKHBI OCO3HAHHO COOJIOJAaTh YCTAaHOBJICHHbBIE
npaBuia U OKa3bIBaTh COJECUCTBUE EATEIBHOCTH AJMUHUCTPATOPOB O€30MACHOCTU
MH(OPMAIMOHHOW CUCTEMBI IEPCOHATIBHBIX JAaHHBIX.

Baxxubim a5memenToM 3¢ PeKTUBHOM cucTeMbl obecriedeHns 0€30MacHOCTH
MIEPCOHAIILHBIX JJAHHBIX B aIMUHUACTPAIIUH SIBIISICTCS BHICOKAS KYJIbTypa paOOTHI C



uHpopmaiueit. PykoBocTBO a/MUHUCTpAIIMN HECET OTBETCTBEHHOCTD 32 CTPOT0€
cOOJII0/IEHHE STUYECKUX HOPM U CTaHAApTOB MPO(EeCCHOHATBHOMN 1eITeIbHOCTH,
MOYEPKUBAIOIIEH U IEMOHCTPHUPYIOIIEH IEPCOHATY Ha BCEX YPOBHSIX BaKHOCTh
obecrnieueHrs HHPOPMALIMOHHOM 0€30MacCHOCTH aAMUHUCTpalK. Bee corpynHuku
aMUHUCTPALIMK  JIOJDKHBl MOHUMAaTh CBOIO poOjib B Ipoliecce oOecrnedeHus
nH(pOpMaIMOHHOW 0€30MacCHOCTH M MPUHMMATh ydacTue B 3TOM Ipoiiecce. Hecmotps
Ha TO, YTO BBICOKAaS KyJibTypa oOecreueHrus HHPOPMAMOHHON O€30macHOCTH He
TapaHTHPYET aBTOMATHYECKOTO JIOCTHXKEHUS IIeJIeH, €€ OTCYTCTBHE CO3/1aeT OOoJbIie
BO3MOYKHOCTEH JjIsl HapylIeHWs Oe30MmacHOCTH WM He OOHapyXeHus (DaKTOB ee
HapYIICHUS.

4.12. I'nOKOCTb CUCTEMBI 3ALUTHI.
Cucrema obecrnedueHuss WH(POPMAIMOHHOW OE30MACHOCTH MOJDKHA OBITH CHOCOOHA
pearmpoBaTh Ha WM3MCHCHHS BHEIIHEW CpeAbl W YCIOBUW  OCYIIECTBICHUS
aIMHUHUCTpALIUEN CBOEH AEATENBHOCTU. B 4MCIIo TaKuX U3MEHEHUN BXOJIAT:
— W3MEHEHUS OPTraHU3AIMOHHOMN U IITaTHON CTPYKTYPhl aIMUHUCTpAIUH;
— U3MEHEHUE  CYUIECTBYIOUIMX  WJIM  BHEJIPEHUE  MPUHUIMUIIKAAIBLHO  HOBBIX
MH(OPMAIMOHHBIX CUCTEM;
— HOBbIE TEXHUYECKHUE CPECTBRA.

CBOMCTBO TMOKOCTH CUCTEMBI 0OecTieueHusi THHOPMaIIMOHHON 0€30MacHOCTH
n30aBIII€T B TAKUX CUTYAIUSAX OT HEOOXOAMMOCTH MPUHATHS KapIUHATBLHBIX MEp
IO TTOJTHOM 3aMEeHE CPEJICTB U METOOB 3aIUTHI HA HOBBIE, YTO CHIKAET €€ OOITYI0
CTOUMOCTb.

4.13. OTKpPBITOCTh AITOPUTMOB U MEXAHU3MOB 3aIIUTHI.
CyTb IpHUHIMIA OTKPBITOCTH AJITOPUTMOB M MEXAHU3MOB 3aIIUTHI COCTOUT B
TOM, YTO 3all[UTa HE JI0JDKHA 00€CTICUNBATHCS TOJBKO 32 CUET CEKPETHOCTH
CTPYKTYPHOUM OpPTaHHU3AIMU U AJITOPUTMOB (DYHKITMOHUPOBAHUS €€ TTOJICUCTEM.
3HaHue AITOPUTMOB PabOTHI CUCTEMBI 3aIlIUTHI HE TOJKHO AaBaTh BOZMOXKHOCTH
ee Ipeo10JIeHus (Ja)xke aBTopam). IDTo, OJHAKO, HE 0O3HAYaeT, yTo HHpopMaius oo
UCIIOJIb3yEMbIX CUCTEMAX M MEXaHMW3MaX 3alllUThl JOJHKHA ObITH OOLIEAOCTYITHA.
4.14. ITpocToTa MPUMEHEHUS CPEJICTB 3AIUTHI.

MexaHu3Mbl U METO/IbI 3aLIUTHI TIOJKHBI ObITh UHTYUTHUBHO MOHSATHBI U IIPOCTHI B
UCIOJIb30BaHUU. [IpuMeHeHne cpeACcTB U METOJOB 3alllUThl HE JOJIKHO ObITH CBSI3aHO
CO 3HAHUEM CHCIHATBHBIX SI3bIKOB WM C BBIMOJTHEHUEM JEUCTBUH, TPEOYIOIMMX
3HAUWTEIBHBIX  JIOMOJHUTEIBHBIX  TPyAO3aTpaT  MpuU OoObIYHOW  pabote
3aperuCTPUPOBAHHBIX MOJIL30BATENEH, a TAK)KE HE JTOHDKHO TPEOOBATh OT MOJIB30BATENS
BBITIOJTHCHUS Py TUHHBIX MAJIOTIOHSATHBIX €My OTIepPaIlHi.

4.15. O60CHOBAaHHOCTb U TEXHUYECKAs peaIn3yeMOCTb.
NudopmarimoHHbie TEXHOIOTHH, TEXHUYECKUE U MPOTPAMMHBIC CPEJCTBA, CPEACTBA U
MEpBhI 3alTUThl IEPCOHATBLHBIX JTAHHBIX JOJKHBI OBITh peaJTu30BaHbl HA COBPEMEHHOM
YpPOBHE pAa3BUTUSI HAYKW M TEXHUKH, OOOCHOBAHBI C TOUYKHM 3pPEHUS JOCTHUKEHUS
3aJIaHHOTO YpOBHsI 0€30MacCHOCTH MH(OPMAIMU U SKOHOMHYECKOU 11eIeCO00pa3HOCTH,
a TaKXKe JOJDKHBl COOTBETCTBOBATH YCTAHOBJIEHHBIM HOpPMaMm W TpPEOOBaHUSIM I10
0€30MacHOCTH MEPCOHANIbHBIX JIaHHBIX.

4.16. Cnenmanu3zaius 1 npohecCUOHAINU3M.
[Ipeanonaraer mnpuBjiedYeHHE K pa3padOTKE CPEJICTB W peaTu3alMi Mep 3allUThl
MIEPCOHAITLHBIX JTAaHHBIX CHEIUATN3NPOBAHHBIX OpraHU3aINi, HauOosee



MOJTOTOBJICHHBIX K KOHKPETHOMY BHJY JI€ATE€ILHOCTH MO 00ecredeHnIo 0e30macHOCTH
MHOOPMAIIMOHHBIX  PECYpPCOB, HMMEIOUIUMX  OMNBIT  NPAKTUYECKOHM  paboThl U
roCyJapCTBEHHYIO JIMIICH3UIO Ha MPaBO OKa3aHMs YCIyr B 3Toi oOnacTu. Peanuzanus
aJIMUHUCTPATUBHBIX MEP U IKCIUTyaTalusl CPEACTB 3alUTHI JOJKHA OCYIIECTBIISTHCS
poeccuOHaNBHO MOATOTOBJICHHBIMU crieuaInucTaMu aJIMUHHUCTpaLUU
(amMuHHMCTpaTOpaMu  0€30MaCHOCTH  HMH(MOPMALMOHHOM CHUCTEMBbI TMEPCOHATBHBIX
JTAHHBIX ).
4.17. O6s13aTeNbHOCTH KOHTPOJIS.

[Ipenmonaraer 0053aTeNbHOCT, U CBOEBPEMEHHOCTh BBISABIICHUS U MPECEUCHUS
NOMBITOK  HapyIIEHUs YCTAaHOBJIEHHBIX MpaBujl, oOecredeHus: 0e30macHOCTH
NEPCOHANBHBIX JIaHHBIX, HA OCHOBE MHCIIOJIb3YyEMbIX CHCTEM M CPEACTB 3alUThI
NEPCOHANBHBIX JAHHBIX, MPU COBEPUICHCTBOBAHMU KPUTEPHEB M METOAOB OIICHKHU
3p(EKTUBHOCTH OSTUX CUCTEM U cpeacTB. KOHTpodb 3a [esATENbHOCTBHIO JII0OOTO
MOJI30BATEISI, KaXKJOTO CPEAICTBA 3aIIUTHl U B OTHOILIEHUHU JIFOOOTO OOBEKTa 3aIUThHI
JOJKEH OCYILECTBIISATHCS HAa OCHOBE NMPUMEHEHHUS CPEJICTB ONEPATUBHOTO KOHTPOJS U
perucTpallii M JOJDKEH OXBaThiBaTh KaK HECAaHKUMOHUPOBaHHBIE, TaK U
CaHKIIMOHUPOBAHHBIE IEUCTBUS MOJIb30BaTEICH.

Kpome Toro, »sddexktuBHas cucrema oOecrieueHus HHPOPMAIMOHHOMN
0e30macHOCTH TpeOyeT Haluuus aJeKBaTHOW W BCEOOBEMIIIONICH HH(pOpMAIUu O
TEKYIIEM COCTOSIHMM MPOIIECCOB, CBSI3aHHBIX C ABMKCHHEM MH()OpPMAIMH U CBEACHUM O
COOJIIOZICHUH YCTAaHOBJICHHBIX HOPMATHUBHBIX TPeOOBaHMM, a TakKe JOIMOJHUTEIHHON
uHbOpMaIluK, UMEIOILIEH OTHOLICHHE K MpUHATUIO pemeHuil. MHbopmanus nomxHa
OBITH HAJIC)KHOU, CBOEBPEMEHHOM, IOCTYITHOU U TTPaBUILHO 0(DOPMIICHHOM.

Henocrarku CUCTEMBI oOecreyeHus uHGOPMaAITMOHHON
0€30M1aCHOCTH,BBISIBJICHHBIE COTPYAHUKAMH aJAMHUHHCTPAIMN JOJDKHBI HEMEJJICHHO
JOBOJUTBHCS /O CBEIEHUS TJIaBbl AJAMHHHUCTPAIlMM M ONEPaTHUBHO YCTPAHATHCA.
Bompocsl, KoTOpble KaXXyTCsi HE3HAUMTENIbHBIMHU, KOTJa OTAEJbHbIE MPOIECCHI
paccMaTpuBalOTCs M30JMPOBAHHO, NPU PACCMOTPEHUM UX HApALy C JAPYTUMH
acreKTaMM MOTYT yKa3aThb Ha OTpULATEIbHbIE TEHACHIIMH, TPO3SILIUE IMEpPEepacTu B
KpYIHBIE HETOCTATKH, €CJIM OHU HE OyIyT CBOEBPEMEHHO YCTPAHEHBI.

5. Mepbl, MeTOABI U CPeICTBA 00eceYeHUus1 TPeOyeMoro ypoBHsi
3aIUThl ”HPOPMAIMOHHBIX PECypCcoOB
5.1. Meps1 obecrnieueHust ”HOOPMAITMOHHON O€30MTaCHOCTH
Bce mepnl obGecniedenusi 6e30macHOCTH MH(GOPMALMOHHONW CHUCTEMBI aIMUHUCTpPALUU
HOJIpa3eAI0TCs Ha:
— MPABOBBIE (3aKOHO/IATEIILHBIE);
— MOpaJIbHO-ITHUECKHUE;
— TEXHOJIOTHYECKHUE;
— OpraHu3alMOHHbIE (AIMUHUCTPATUBHBIE);
— (pusnueckue;
— TeXHUYECKHue (anmnaparypHble U IPOTrpaMMHBIE).
5.1.1. 3akoHonatebHbIE (IPABOBBIC) MEPHI 3AIIUTHI.
K mpaBoBbIM MepaM 3alllUThl OTHOCSITCS JEHCTBYIOIIME B CTPaHE 3aKOHbI, YKa3bl U
HOPMATHUBHBIE AaKThl, PErJIAMEHTUPYIOUIME MpaBWiia OOpaIlEHUS C MEePCOHAIbHBIMU
JAHHBIMH, 3aKpEIUIAIOIUE TpaBa M OOA3aHHOCTH YYAaCTHUKOB MH(POPMALMOHHBIX
OTHOIICHUN B TIpOIecCe UX 0OpaOOTKU M MCIIOJIb30BAHUSA, @ TAK)KE yCTAHABIMBAIOIINE



OTBETCTBEHHOCTh 3a HapyIleHUs ATUX NpaBuil. lIpaBoBbie Mepbl 3alIUTBl HOCAT B
OCHOBHOM YTPEXAAIOUIUH, MPOPUIAKTUYECKUNA XapakTep U TPeOYIOT MOCTOSHHOU
Pa3bICHUTENILHOM paboThl € MOJB30BATENSIMU M OOCIY>XMBAIOIIUM MEPCOHATIOM
MH(OPMAIMOHHONW CUCTEMbI aJIMUHUCTPALIUH.

5.1.2. MopanbHO-3TUYECKHUE MEPHI 3alIUTHI.

K MopasibHO-3TUYECKUM MepaM OTHOCSATCS HOPMbI MOBEACHUS, KOTOPbIE TPAAUIIMOHHO
CIOXHWIIMCh WA CKJIQJBIBAIOTCA MO MeEpe pachpoCTpaHeHusi HH(POPMAIIMOHHBIX
TEXHOJIOTHIA B OOIIECTBE. DT HOPMBI OOJIBIIICH YaCThIO HE SBISIOTCS 00s13aTEIHHBIMH,
KaK 3aKOHOJATEJIbHO YTBEP>KJIECHHbIE HOPMATUBHBIC AKTbI, OJJHAKO, UX HECOOJII0/IEHUE
MOJKET TMPUBECTH K MAaJCHUIO0 aBTOPHUTETA, MPECTH)KAa YeJIOBEKa, T'PYMNMbl JIUIl WU
aJIMUHUCTPALMK B 1I€JIOM. MOpasibHO- 3TUYECKHUE HOPMBI OBIBAIOT KaK HEMHCAHBIE, TaK
U TMHCaHble, TO €CTh O(OpPMIIEHHBIE B HEKOTOPHIH CBOA (YyCTaB) MpaBuUi WU
npeanucaHuii. MopaabHO- STHYECKHE MEPHI 3aIIUThI SBJSIOTCS MPOYUIAKTUIECKUMH
TpeOYIOT MOCTOSIHHOW pabOThl MO CO3JIaHUIO 3J0POBOTO MOPAJIBHOrO KIKMMara B
KOJUIEKTHUBE.

5.1.3. TexHOMOTUYECKUE MEPBI 3aUTHI.

K nanHomy Buay Mep 3alllUThl OTHOCATCS Pa3HOIO POJa TEXHOJIOTHYECKUE PEIICHUs U
IpUEMbl, OCHOBaHHbIE Ha HCIOJb30BAHUM HEKOTOPHIX BHUJOB H30BITOYHOCTH
(cTpykTypHOH, (YHKIIMOHAJIBLHOM, WH(POPMAIIMOHHOW, BpPEMEHHOW U T.I.) W
HaNpaBJIEHHbIE HA YMEHBIIEHHE BO3MOXXHOCTH COBEPUICHHS COTPYAHUKAMH OIIHOOK U
HapyILICHUH B paMKaX MMPEIOCTABICHHBIX UM MPaB U OTHOMOYHIA.

5.1.4. Opranu3zanuoHHbIe (A AMUHUCTPATUBHBIE) MEPHI 3AILUTHI.

OpraHu3aiMoHHble  (aIMHHHCTPAaTUBHBIE)  MEpbl  3alIUTBl -  3TO  MEphI
OpPraHM3AI[MOHHOTO XapakTepa, PEeriaMEHTUPYIOIIUE MPOoLecChl (PYHKIMOHUPOBAHUS
CHUCTEMBbl 00pabOTKM TEPCOHANBHBIX JAHHBIX, WCIOJIB30BAHUE €€ PEeCcypcoB,
JESITEIbHOCTh OOCITYKHBAIOLIETO MEpCOHANa, a TakkKe IMOPSIOK B3aUMOJICHCTBUS
MOJIb30BaTENIe € CUCTEMOMl TakuM o0pa3oM, 4TOObI B HauOOJbIIEH CTENeHu
3aTPYAHUTh WIM HMCKIOYUTh BO3MOXKHOCTh peaii3alliy yrpo3 0e30MacHOCTH WIIU
CHU3HTH pa3Mep MOTEPh B Cllydyae UX peain3aluu.

5.2. ®opmupoBaHue MOJUTUKHA OE€30MACHOCTH.

['maBHas 1uenb  aIMUHHUCTPATUBHBIX  MEp, NPEANPUHUMAEMbIX Ha  BBICIIEM
YIOPaBJICHUYECKOM YpOBHE - CGOPMHpPOBATH TMOJUTUKY B oOnactu oOecreueHus
0€30MacHOCTH  TEPCOHAJBHBIX JAHHBIX (OTPAXKAIOIIYI0 TMOAXOJIbI K  3al[uTe
NEPCOHANBHBIX JAHHBIX) M OOECIEeYUTh €€ BBHIMOJIHEHHE, BBIIEISAS HEOOXOIUMBIE
pecypchl M1 KOHTPOJIUPYS COCTOSTHHUE JIEN.

C mpakTU4YecKOM TOYKM 3pEHHS TOJUTHKY B 00ylacTH obOecrieueHus Oe30MacHOCTH
NEPCOHANBHBIX JAaHHBIX B aJAMHHHUCTPAIMH LI€JIECO00pa3Ho pa3duth Ha ABa ypoBHs. K
BEPXHEMY YPOBHIO OTHOCSITCSI PEIICHUS PYKOBOJCTBA, 3aTPArMBAIOLIUE JEATEIBHOCTD
aJIMUHUCTpalMu B 1esoM. [lonmTuka BepXHero ypoBHs AOKHA YETKO OUEPTUTH cepy
BIUSIHUS W OTPAHMYEHUS TPHU ONpeNeieHUU I1eyieidl 0e30MacHOCTH NEPCOHATBHBIX
JAHHBIX,  ONpPEAeNUTh KakUMH  pecypcamu  (MaTepHalibHblEe,  CTPYKTYpHBIE,
OpraHU3alMOHHbIE) OHU OYJyT AOCTUTHYTHI, U HAUTH pa3yMHBIH KOMIPOMHCC MEXKIY
pUEMIIEMBIM YPOBHEM 0€30MaCHOCTU U (YHKIIMOHAIBHOCTHIO.

[TonuTHKa HUKHETO YPOBHS, ONPEENseT MPOIeAyPhl, U PaBUIIa TIOCTHKEHUS LieNed 1
pemieHust  3agad  0€30MacHOCTH  NEPCOHANBHBIX  JAHHBIX U JICTAIU3UPYET
(pernmamMeHTHpyeT) 3TU MpaBUJIa:



— KaKOBBbl POJM W OOS3aHHOCTH JOJDKHOCTHBIX JIMI[, OTBEYAIOIIUE 3a MPOBEICHUE
MOJIMTUKK 0€30MaCHOCTH MEPCOHATBHBIX IaHHBIX;

— KTO UMEET MpaBa JOCTyIA K MEPCOHAIBHBIM JTaHHBIM, KTO W MPU KAKUX YCIOBUSIX
MOXET YUTaTh U MOAUDUIIMPOBATH NIEPCOHATBHBIC TaHHBIC U T.]I.

[TonuTrKa HUKHETO YPOBHS JI0JKHA:

— MpelycMaTpuBaTh perjaMeHT HWH(POPMAIIMOHHBIX OTHOIICHUH, MCKIIOYAIOIINX
BO3MOKHOCTh MPOU3BOIBHBIX, MOHOIMOJIBHBIX WM HECAHKIIMOHUPOBAHHBIX JICUCTBUIN B
OTHOIIIEHUU WH()OPMAITMOHHBIX PECYPCOB;

— OMpEAENATh KOAIUIMOHHBIE W HEPAPXUUYECKUE MPUHLMIBI U METOJbl pa3/eleHUs
CEKpPETOB U pa3rpaHUYCHUS JOCTYMAa K MEPCOHAIBHBIM JaHHBIM;

— BBIOMpATh MPOTPAMMHO-TEXHUYECKHE (ammapaTHble) CpEeACTBAa MPOTUBOACHCTBUS
HCJl, ayrentudukanum, aBTOpU3alud, HACHTH(PUKANNK W APYTHX 3alIATHBIX
MEXaHU3MOB, OOECIEYMBAIOIINX TapaHTHUH pPEATU3ali TpaB U OTBETCTBEHHOCTHU
CcyObeKTOB UH(POPMAIIMOHHBIX OTHOIIICHUM.

5.3. PernameHTanus noctyna B MOMEIIECHUS.

KomnoHeHTsl MHPOPMAITMOHHON CHCTEMbI aJIMUHUCTpAIlUU JOJDKHBI pa3MelaThbcsl B
MOMEIIEHUSIX, HaXOJMSIIMXCS TOJI OXpaHOW WM HaOIIOACHUEM, HCKIHOYAIOIIUM
BO3MOXXHOCTh OCCKOHTPOJIBHOTO NMPOHUKHOBEHHUS B MOMEIICHUS MMOCTOPOHHUX JIUIl U
obecrieyuBarONUM  (PU3UYECKYI0  COXPAHHOCTh  HAXOASIIMXCS B INOMEIICHUH
3alUIAEeMbIX pecypcoB (mokymeHToB, APM u T.a1.). YOopka Takux MNOMEIIEHUN
JOJKHA TPOU3BOJUTHCS B MPUCYTCTBUU OTBETCTBEHHOTO COTPYJ/IHHMKA, 332 KOTOPBIM
3aKpETUICHBl JaHHbIE KOMIIOHEHTBHI, C COOJIFOICHHEM MeEp, HCKIIOYAIOIMNUX TOCTYII
MOCTOPOHHUX JIUI] K 3aIIUAIIAEMbIM HHGOPMAIIMOHHBIM PEeCypcaMm.

Bo Bpemsi 00paGoTKM MEpCOHANBHBIX JAaHHBIX B TaKUX TOMEIICHUSX JIOJDKEH
MPUCYTCTBOBATh TOJBKO TEPCOHAN, JOMYIICHHBIH K paboTe ¢ MepCOHATBHBIMU
JAHHBIMH. 3alpeliaeTcss IpUeM MOCETUTENEeH B MOMEIECHUSIX, KOTJa OCYIIECTBIAECTCS
00paboTka MepCOHATbHBIX JMaHHBIX. [lo OkOHYaHMM paboyero MaHs, MOMEIICHHS, B
KOTOPBIX Pa3MEIIAITCd KOMIIOHEHThl MH(OPMAIIMOHHOW CHUCTEMbl aJMUHHUCTPAIIUH,
JIOJKHBI 3aIUPaThCs HA KIJTHOY.

B cnyuae ocHamieHuMsi MOMEUIEHHWN CpECTBAMM OXPaHHOW CUTHAM3alMM, a TaKkKe
aBTOMATHU3UPOBAHHON CHCTEMOW MpPUEMA M PETUCTPALMM CUTHAJIOB OT 3THX CPEACTB,
MpUeM-caya TaKuX I[IOMEIIEHUM MOoJ OXpaHy OCYUIECTBISICTCS Ha OCHOBaHUU
CHEIHAIbHO pa3padbaTbIBa€MOM HHCTPYKIIHH.

5.4. PernamenTarusi IOMyCKa COTPYJHHMKOB K HCIIOJIH30BAaHUIO WH()OPMAITMOHHBIX
peECypCoB.

B pamkax pa3pemurenbHOl CUCTEMBI (MaTPUILbI) IOCTYIAa yCTAaHABIUBAETCA: KTO,
KOMY, KaKyr WH(OpMAIMIO U JJIT KaKOro BUAA JOCTyIa MOXKET MPEIOCTaBUTh U MPHU
KakuX yciaoBusix. Jlomyck nmomp3oBareneii k padore ¢ ”HOOPMAITMOHHON CHCTEMOM
AIMIHUCTPAIAH U JIOCTYII K €€ PecypcaM JOJKEH OBITh CTPOTO PErIaMeHTHPOBAH.
JIroOble M3MEHEHHUs cocTaBa U IMOJIHOMOYHI MOJIB30BATENEH ITOICUCTEM JOIKHBI
MIPOM3BOJUTHCS YCTAHOBICHHBIM MOPSKOM.

YpoBeHb MOJHOMOYMH Ka)KJI0rO0 IIOJb30BATENIsl OMPEACTACTCS WHAUBUAYAIBHO,
coOuro1as ciaeayronme TpeOOBaHNUS:

— K@XJbIA COTPYJAHUK TIOJB3YETCA TOJIbKO NPEANUCAHHBIMU €My M[paBaMu IO
OTHOIIICHUIO K TIEPCOHAIBHBIM JIAHHBIM, C KOTOPBIMU €My HeoO0xoauma pabora

B COOTBETCTBUU C JIOJDKHOCTHBIMH 00s13aHHOCTSIMH. Pacmmpenue mpaB goctyna u



IPEIOCTABIIEHUE IOCTYIIA K JOMOJIHUTEIbHBIM HHPOPMALIMOHHBIX PECypcam, B
00s3aTeIbHOM HOPSAKE, JOJDKHO COTJIaCOBBIBATHCA C aIMMHUCTPATOPOM 0€3011aCHOCTH
MH(POPMALIMOHHON CUCTEMBI IEPCOHATIBHBIX JIAHHBIX;

— IJlaBa aJMUHHUCTpAIMU UMEET IIpaBa Ha MPOCMOTP UH(OpPMALMK CBOMX MOAYNHEHHBIX
TOJIbKO B YCTAHOBJIEHHBIX IIpEAEaX B COOTBETCTBUUM CO CBOUMH JOJKHOCTHBIMHU
00S13aHHOCTSIMU.

Bce coTpyaHuku agMuUHHCTpaMud U OOCTY>KMBAIOIIUN TEPCOHAN, TOJKHBI HECTH
NEPCOHAIBHYIO OTBETCTBEHHOCTh 3a HApPYIICHUS YCTAHOBJICHHOIO MOpsaKa o0paboTKu
NEPCOHANBHBIX JAHHBIX, MPAaBUJ XPaHEHUS, UCTIOJIb30BAHUS U NIEPEIaul HAXOISIIUXCS
B HMX PACHOPSDKCHHM 3allUIIAaeMbIX pecypcoB cucTteMbl. Kaxnplil coTpynHuk (mpu
npueMe Ha paboTy) IOJDKEH MOAMKMCHIBATH O0S3aTEBCTBO O COONIONCHUNA U
OTBETCTBEHHOCTH 3a HApyIlICHWE YCTAaHOBJIEHHBIX TPEOOBAaHUN IO COXPAHEHHUIO
NEPCOHANBHBIX JIaHHBIX aaMHUHHCTpanuu. OOpaboTka MepcOHAJIbHBIX MJAHHBIX B
KOMIIOHEHTaX MH(QOPMAILMOHHON CHCTEMbI aJIMUHUCTPALMU JOJKHA MPOU3BOAUTHCS B
COOTBETCTBUU C YTBEPKIACHHBIMU TEXHOJIOTMYECKUMU UHCTPYKIUSMHU.

5.5. PersaMeHTanus NpoueccoB OOCIIy)XKMBaHHMsT W OCYIIECTBICHHUS MOAM(PUKAILUU
anmnapaTHbIX U IPOrPAMMHBIX PECYPCOB

B umemsax mnoaaepxkaHus pexumMa HH(GOPMALMOHHOM OE€30MacHOCTH  amlmnapaTHO-
nporpaMMHasi KOH(QUIypauus aBTOMAaTH3MPOBAHHBIX pabO4YMX MECT COTPYIHUKOB
aIMUHUCTPAIlMM, C KOTOPBIX BO3MOXKEH JOCTyH K pecypcaM HH(POPMAIMOHHOMI
CUCTEMBI, JI0JKHA COOTBETCTBOBATh KPYTy BO3JIOKEHHBIX HA JAHHBIX IOJIb30BATENCH
(GyHKIMOHATBHBIX 00s3aHHOCTEH. B koMmoHeHTax MH(POPMAIIMOHHON CHCTEMBI U Ha
pabounx MecTax TMOoJb30BaTeNied JODKHBI YCTaHABIMBATBCA U HMCHOJIB30BATHCS
JUIIEH3UOHHBIE MPOTPAMMHBIE CPECTBA.

5.6. OGecnieueHne U KOHTPOIb GU3UYECKOM LIETOCTHOCTH (HEM3MEHHOCTH
KOH(UTYpalKK) annapaTHbIX PecypcoB.

ObopynoBaHnue MHPOPMALIMOHHON CUCTEMBI, UCIOIb3YEMOE JUIsl AOCTYNA U XPaHEHMsI
NEPCOHAIBHBIX JIaHHBIX, K KOTOPOMY JIOCTYII 0OCITyKHBAIOILIErO NEPCOHaja B IpoLecce
IKCIUTyaTalluM HE TpeOyercs, IOCiIe HaJIaJOYHbIX, PEMOHTHBIX M HHBIX padorT,
CBSI3aHHBIX C JOCTYIIOM K €r0 KOMIIOHEHTaM JIOJIKHO 3aKPbIBAaThCSI.

5.7. Ilog6op u moAroTOBKa NEepcoHaia, 00y4eHHUe MOJIb30BaTEIICH.

[Tonb30Bareny MHGOPMALMOHHONW CUCTEMbI aIMUHUCTPALIUHU, & TAKXKE PYKOBOIAIINNA U
0OCITY>KUBAIOIINI TEpPCOHANd JOJKHBI OBITh O3HAKOMJIEHBI CO CBOMM YpPOBHEM
IIOJJTHOMOYMM, a TaKXe  OpPraHU3allMOHHO-PACIIOPSANUTEIBHOW, HOPMATHBHOM,
TEXHUYECKON M HKCIUTyaTal[MOHHOM MOKYMEHTalluel, Ompenensomeil TpeOoBaHus u
NOPSAZ0K 00pabOTKH NMEPCOHATIBHBIX TaHHBIX B aIMUHUCTPALIUH.

Oobecnieuenrie 0€30MACHOCTH TEPCOHANBHBIX JTAHHBIX BO3MOXHO TOJBKO TIOCIE
BBIPAa0OTKH Yy TIOJIb30BATENCH ONpEAENeHHOW KYyJIbTYyphl paboThl, T.e. HOPM,
00s3aTeNbHBIX JUIS MCIOJHEHHUS BCEMH, KTO paboraeT ¢ HUHGOPMAMOHHBIMU
pecypcamu agMuHucTpauuu. K TakuM HOpMaM MOYKHO OTHECTH 3allpelleHue JIFOOBbIX
YMBILUIEHHBIX WM HEYMBIIUIEHHBIX AEMCTBHUM, KOTOpPbIE HAapyIIalOT HOPMAJIbHYIO
paboTy KOMIIOHEHTOB HWH(MOPMALMOHHONM CHUCTEMBbl aJMHUHUCTPALIUU, BbI3BIBAIOT
JOTIOJIHUTENIbHBIE ~ 3aTpaThl PECYPCOB, HAPYLIAIOT LEJIOCTHOCTh XPAHUMOM U
oOpa0ateiBaeMOl HMH(pOpMALMK, HAPYIIAIOT HHTEPECHl 3AaKOHHBIX I0JIb30BaTEINEH,
BJIQ/IENBLEB WA COOCTBEHHUKOB.



Bce monp3oBatenn WHGOOPMAIMOHHOW CHCTEMBI aIMUHUCTPAIMU JOJDKHBI OBITh
O3HAKOMJICHBI C OPTraHM3AallMOHHO — PAaCHOPSAWTEIBHBIMA JTOKyMEHTAMU IO
obecrneyeHno 0€30MacHOCTH TIEPCOHATBHBIX JAHHBIX aJJMUHUCTPAINH, B YACTH, UX
KacaroIeics, TOJDKHBI 3HATh U HEYKOCHUTEIIBHO BBIITOJIHATh HHCTPYKIIUU U 3HATH
o011re 00s13aHHOCTH 10 00€CTIeUeHUI0 0€30MACHOCTH IEPCOHATBHBIX JTAHHBIX.
JloBeneHnue TpeOOBaHUN yKa3aHHBIX JOKYMEHTOB IO JIUII, TOMYIICHHBIX K

00paboTKe 3aliiaeMbIX TEPCOHANBHBIX JaHHBIX, JOJKHO OCYIIECTBISATHCS MO
POCITUCE.

5.8. OTBETCTBEHHOCTh 3a HApyIICHUS YCTAHOBJIEHHOTO TMOPSAIKA TOJIb30BAHHUS
pecypcamu HH()OPMALIMOHHON CUCTEMBI a/IMUHUACTPALIHH.

Mepa OTBETCTBEHHOCTH TII€pCOHAja 3a JIEHUCTBUS, COBEpIIEHHbIE B HapyIlICHUE
YCTAaHOBJICHHBIX MpaBuUjl oOecmedeHus Oe3onmacHOW paboThl € MEpPCOHATbHBIMU
JaHHBIMU, JOJDKHA OMPENENAThCS HAHECEHHBIM YIIEpOOM, HATMYUEM 3JI0TO YMBICIA U
IpyruMu (HakTOpamu 1Mo YCMOTPEHUIO TJIaBbI aIMUHUCTPAIIUH.

Jlyisa peanu3anuu MPUHIIMIIA TIEPCOHATBHON OTBETCTBEHHOCTH TIOJB30BATENCH 33 CBOU
JEHCTBHUS HEOOXOAUMBI:

— UHAWBHUAyalbHAasS WACHTU(UKAIMS TOJBb30BaTeNiel W HWHUIIMUPOBAHHBIX HUMHU
MPOIIECCOB, T.€. YCTaHOBJICHUE 3a HUMHU uacHTU(]uKartopa (login, Username), Ha 0aze
KOTOpPOro OyJeT OCYIIECTBISATHCS pa3rpaHUYCHHE JOCTya B COOTBETCTBUU C
IPUHLIUIIOM 0OOCHOBAaHHOCTH JIOCTYTIA;

— IpOBEpKa NOJIMHHOCTH MOJIb30BaTeNeH (ayTeHTU(PHUKAIUS) Ha OCHOBE

IIapoJIeH;

— peakxIys Ha MOMBITKH HECAaHKIMOHUPOBAHHOTO AOCTyMa (CHUTHAIM3AIMs, OJIOKUPOBKA
U T.J.).

5.9. CpenctBa obecnieueHus: 6€30MacCHOCTH MEPCOHATBHBIX JaHHBIX

s obecriedenusi MHPOPMAILIMOHHONW OE€30MACHOCTH AJIMUHUCTPALUN HCTHOIb3YIOTCS
CJIETYFOIINE CPENICTBA 3aIUTHI:

— (hm3HUeCcKUe CPECTRa;

— TEXHUYECKHUE CPEJICTBA;

— CpelCTBa UACHTU(DUKAINK U ayTeHTU(UKAIINY TTOJIb30BaTeNIeH;

— CpEeJICTBa pa3TpaHUuCHUs JOCTYIIA;

— CpeJcTBa 00ECTICUeHUs U KOHTPOJIS IIETOCTHOCTH;

— CpEeJICTBa ONEPATUBHOTO KOHTPOJISI U PETUCTPALIUU COOBITHI O€30MTaCHOCTH.

CpenctBa 3amuThl JOJKHBI MPUMEHSTHCI KO BCEM pecypcamM HH(POPMAIMOHHOM
CUCTeMbl aJMHMHUCTpAIMM, HE3aBUCHMO OT HX BuAa U (OPMBI TPEACTABICHUS
uHbOpMaIluU B HUX.

5.9.1. ®usnueckue cpeacTBa 3alIUThI

dusnueckre Mepbl 3alIUThl OCHOBAHbI Ha MPUMEHEHUH PA3HOTO poJia MEXaHUUYECKUX,
AIIEKTPOHHBIX WM AJIEKTPOHHO-MEXaHWYECKUX YCTPOUCTB M COOPYKEHUH, CIIEIUAIBHO
npeIHa3HAYeHHBIX I CO3JaHus (U3MUECKUX NPEMATCTBUNA Ha BO3MOXHBIX MYTAX
IPOHUKHOBEHUS U JIOCTyIa OTCHIIMATIBHBIX HAPYIIUTEICH K KOMIIOHEHTaM CHCTEMBI U
3aIUIIAEMbIM TIEPCOHABHBIM JTAHHBIM, a TaKKe TEXHHUYECKHX CPEJCTB BU3YAIBHOTO
HaAOJIO/ICHUS, CBSI3M M OXPAaHHOM CUTHAJIM3AIINH.

Hns  oOecrieueHust (pu3ndeckod O0€30IMacHOCTH KOMITOHEHTOB HMH(pOPMAIMOHHOMN
CUCTEMBl aIMUHUCTPALIMM HEOOXOIWMO OCYIIECTBIATH PSAJl OPraHU3AlMOHHBIX U



TEXHUUYECKUX MEPOTPHSITHIA, BKJTFOYAIOITHX: MIPOBEPKY o0opymoBaHus,
npeIHa3HaYeHHOTO I 00pabOTKH MEPCOHATBHBIX JaHHBIX, Ha:

— HAJIMYUE CTICIUaTbHO BHEPEHHBIX 3aKJIAHBIX YCTPONCTB;

— BBEJICHUE  JIONOJHUTEIBHBIX  OTPaHWUYEHWH TIO JOCTylmy B  ITOMEIICHUS,
npeIHa3HaYeHHbBIC I XpaHEHUS M 00paOOTKH MePCOHATBHBIX TAaHHBIX;

— obopynoBaHrne cuUCTeM WHGOPMATU3AlMKM YCTPOMCTBAMH 3aIllUTHl  OT COOEB
AIIEKTPONUTAHUS U TIOMEX B JIMHUSAX CBSI3U.

5.9.2. TexHMYECKHUE CPECTBA 3AILNUTHI

Texnunyeckue (anmapaTHO-MIPOrPAMMHBIE) MEPHI 3alIUTHl OCHOBAHbI HA UCIOJIb30BaHUU
Pa3INYHBIX SJCKTPOHHBIX YCTPOWCTB M CHEHHAIBHBIX MPOTPAMM M BBITOJHSIONIMX
(caMOCTOATENBHO WJIM B KOMIUIEKCE C JAPYTUMH CpeACTBaMH) (YHKIUU 3aIIUTHI
(uneHTUGUKALMI0O U AayTEHTHU(PHUKALUIO I0JIb30BAaTENeH, pasrpaHUUEHUE AOCTyNa K
pecypcaM, pPETHUCTpaIuio COOBITUH, KpuUnTOorpaduyecKkoe 3aKpbITHE HHPOPMAIMH U
T.J.).

C yueToM Bcex TpeOOBaHHI M MPUHITUIIOB OOecTIeueH s 0€30MaCHOCTH MePCOHATBHBIX
JaHHBIX 10 BCEM HAMPABICHUSIM 3aIIUThl B COCTaB CHCTEMBI 3aIIUTHI TOJKHBI OBITH
BKJIFOUEHBI CJICTYIOIINE CPEICTBA:

— CpEeJIICTBa pa3rpaHUUCHUs JOCTYIA K JaHHBIM;

— CpelICTBA PETUCTPALMM JOCTyNa K KOMIIOHEHTaM HWH(OPMAIMOHHOW CHUCTEMBI U
KOHTPOJIS 32 UCIIOJIb30BaHUEM MH(OPMALINY;

— CpeJICTBA pearupoBaHus Ha HAPYIIEHUS peKuMa HHPOPMAIIMOHHOMN 0€3011acHOCTH.
Ha Texnmyeckue cpeacTBa 3allMThl BO3JAraercs peLICHHE CIEAYIOUIMX OCHOBHBIX
3aja4:

—uAeHTU(PUKAIMS U ayTeHTU(UKALMs TMONb30BaTEeNe MpU TMOMOINM HUMEH WU
CHelHalIbHBIX annapatHeix cpeacTB (Advantor, Touch Memory, Smart Card u

T.IL);

— perjaMeHTanus ¢ YNpaBICHHE JOCTYIIOM IIOJIb30BaTelei B TMOMEIICHHS, K
(U3UYECKUM U JIOTUYECKUM YCTPOUCTBAM;

—3alUTa OT TPOHUKHOBEHHUS KOMITBIOTEPHBIX BHPYCOB U  Pa3pyLIUTEIHLHOTO
BO3JICHCTBHS BPEIOHOCHBIX TIPOTPaMM;

— perucTpanus BCeX EHCTBUH IMOJB30BATENsl B 3alIWINEHHOM >XypHalle, HaJIHIne
HECKOJIbKMX YPOBHEH perucTpalmm,

— 3al[UTa JaHHBIX CUCTEMBI 3alIUTHI Ha (PailIoBOM cepBepe OT IOCTYyIa MOJIb30BaTENEH,
B UbH JIOJDKHOCTHBIE 00SI3aHHOCTH HE BXOAUT paboTa ¢ mH(pOpMaIK, HAXOASAIICHCS Ha
HEM.

5.9.3. CpencrBa naeHTU(UKALNY U ayTEHTU(UKALUN TTOJB30BaTENeH

B umensx mpenorBpaieHuss paboThl ¢ pecypcaMu HMH(DOPMALHUOHHOW CHCTEMBbI
aIMUHUCTPAIlUM  TOCTOPOHHUX JIMII HEOOXOJUMO  OOECHe4YuTh BO3MOKHOCTD
pacro3HaBaHUs KakJIOTO JIETAIbHOTO MOJb30BaTeNs (MM TPYI MoJb30BaTeneit). Jms
UACHTU(DUKAIIME MOTYT MPHUMEHITHCS Pa3IUYHOTO pOJa YCTPOWCTBA: MAarHUTHBIE
KapTOUYKH, KITFOYH, KITFOUEBbIC BCTABKH, TUCKETHI U T.II.

Aytertudukanus (MOATBEPKACHUE TOJIMHHOCTH) IIOJIB30BATENCH TaKkKe MOXKET
OCYIIECTBIISATHCS:

— IyTeM TMPOBEPKH HAIUYHS Y TOJIb30BaTEIeH KaKUX-TUOO CIEIUATBHBIX YCTPOMCTB
(MarHUTHBIX KapTOYEK, KIIFOUEH, KITFOUEBBIX BCTABOK U T.JI.);

— IyTEeM MPOBEPKU 3HAHUS UMU TApOJICH;



— IIyTEM TPOBEPKH YHUKAIbHBIX (PU3MUYECKUX XAPAKTEPUCTUK U IMapaMETPOB CAMHX
M0JIb30BATENIEH MPU MOMOILHU CHIEHUATBHBIX OMOMETPUYECKHUX

YCTPOMCTB.

5.9.4. Cpenacta pazrpaHUuEHUS IOCTyIA

30HBI OTBETCTBEHHOCTM M 33Ja4M KOHKPETHBIX TEXHMUYECKUX CPEJCTB 3alUThI
YCTaHABJIMBAIOTCS UCXOJI U3 UX BO3MOXKHOCTEN M HKCILTYyaTalIMOHHBIX XapaKTEPUCTHK,
OMMCAaHHBIX B JOKYMEHTAIIMH Ha JaHHbBIE CPECTBA.

TexHuyeckue CpeacTBa pa3rpaHUYCHHUs [OCTyNa JODKHBI MO BO3MOXHOCTH OBITh
COCTaBHOM YacCThIO €IMHOM CUCTEMBI KOHTPOJISI IOCTYMA:

— Ha KOHTPOJIMPYEMYIO TEPPUTOPHIO;

— B OTJICJIbHbBIC TTOMEIICHHS,;

— K KOMIIOHEHTaM HH()OPMAIIMOHHONW Cpeabl aAMUHUCTPALMU U DJIEMEHTaM CHUCTEMBbI
3alIUTHl IEPCOHANBHBIX JaHHBIX ((PU3UUECKUN JOCTYM);

— K MH(POPMALIMOHHBIM pecypcaM (IOKyMEHTaM, HOCUTENsIM HHbopmanuu, (aitnam,
Ha0opaM JIaHHBIX, apXUBaM, CIIPABKaM U T.]1.);

— K aKTUBHBIM pecypcaM (MPUKIAIHBIM IporpaMmam, 3ajadyam U T.11.);

— K OIEpalMOHHON CUCTEME, CUCTEMHBIM MPOrpaMMamM U MporpaMMam 3allluThl.

5.9.5. CpenctBa obecrieueHus U KOHTPOJIA LETOCTHOCTH

CpencTta obecrnieueHusl 1EJIOCTHOCTH BKIIIOUAIOT B CBOM COCTaB CPEJCTBA PE3EPBHOIO
KONUPOBAHUsS, MPOTrPAMMBI AHTUBUPYCHOM 3alllUTHl, MPOTPAMMbI BOCCTAHOBICHUS
LEJIOCTHOCTH ONEPAlMOHHOM cpeapl U 0a3 JaHHBIX. CpencTBa KOHTPOJS LENOCTHOCTH
UHPOPMAIIMOHHBIX  PECYpPCOB  CHUCTEMBl MPEAHA3HAYEHBI JUISI CBOEBPEMEHHOTO
oOHapyXeHUsT MOAU(PUKALMN WIA HCKAKEHUS pecypcoB cuUcTeMbl. OHHU MO3BOJISIOT
o0ecreunTh MPaBUIBLHOCTh (DYHKIMOHHUPOBAHUS CHUCTEMBl 3allUThl M IIEIOCTHOCTD
XpaHuMoil u oOpabateiBaeMoi HHGOPMAIUH.

KonTponp nenoctHoctn uMHGOPMAMU U CPENCTB 3alIUTHI, C LEIbI0 OOECeueHus
HEU3MEHHOCTH  MH(OpPMAMOHHOM  Cpeibl, ONpeAessieMoil  MpeayCMOTPEHHOU
TEXHOJIOTHEW O00pabOTKM, ¥ 3alUThl OT HECAHKIMOHHPOBAHHOM MoJaU(UKaAUU
NEPCOHANIbHBIX JJAHHBIX JTOJKEH 00€CTIeunBaThCS:

— CpEeAICTBaMHU pa3rpaHUyeHusl A0cTyna (B MOMEIIEHHUs, K JOKYMEHTaM, K HOCHUTEISIM
uHdopMaIuu, K cepBepam, JJOTHYECKUM YCTPOUCTBAM U T.I1.);

— CpPEACTBAaMU AJIEKTPOHHOMN MOJIUCH;

— CpPEICTBaMU TMOJICYETa KOHTPOJBHBIX CYMM (IUIsl HCIOJb3yEMOIO MPOrPaMMHOTO
obecrieueHus).

5.9.6. CpencTa oniepaTuBHOTO KOHTPOJISI K PETUCTPAIMHA COOBITUN O€30MaCHOCTH
CpenctBa OOBEKTHBHOTO KOHTPOJIA JOJDKHBI OOECHeuMBaTh OOHapy>KEHUE W
perucTpanuio Bcex coObITHil (meWicTBui monb3oBaTenei, mombiTok HCJI u T.1m.),
KOTOpbIE MOTYT TIOBJi€Yb 3a CO0OH HapylieHHe Oe30MacHOCTH W TPHUBECTH K
BO3HUKHOBEHUIO KPU3HUCHBIX CUTyalud. AHaInU3 cOOpaHHOW CPEeNCTBaMU PETUCTPALUU
uH(pOpMaIMU TO3BOJSET BBIIBUTH (PAKThl COBEPIIEHUS HAPYIICHWH, HUX XapakTep,
MOJICKa3aTh METO/I €r0 pacCiae0BaHMs U CIIOCOOBI MOMCKA HAPYIIUTENS U UCIIPABICHUS
cutyaruu. CpencTBa KOHTPOJISI U PETUCTPALUU JOJIKHBI MPEJOCTABIIATh BO3MOKHOCTH:
— BEJICHUSI U aHajM3a >KYypHAJIOB PErucTpalud COObITUM 0e30macHOCTH (CUCTEMHBIX
YKYpHAaJIOB);

— MOJIy4YEHUs TBEPAOH KOoNuu (IeyaTH) )KypHajia perucTpalui coObITHI 0€3011acHOCTH;



— YIOPSIIOYCHHST HKYpPHAJIOB, a Tak)Ke YCTAaHOBIEHHUS OTPAaHWUYCHHUH HAa CPOK HUX
XpaHeHUS;

— OTIEpaTUBHOTO OMOBEIICHHUS a/IMHHUCTPATOpa 0€30MaCHOCTH O HAPYIICHHSIX.

[Ipu peructpanuu coOBITUH OE30MaCHOCTH B IKypHaJIe MOJDKHA (DUKCHUPOBATHCS
ciemyromiasi uHpopmanms:

— JaTa U BpeMs COOBITHS;

— uaeHTuUKaTop CyObeKTa, OCYIIECTBISIONIETO PETUCTPUPYEMOE ICHCTBHE;

— JleicTBUE (TUII JOCTYMA).

5.10. KonTpoisb 3 PeKTUBHOCTH CUCTEMBI 3AITUTHI

KoHTposb 3¢h()EeKTUBHOCTH 3alTUThI IEPCOHAIBHBIX JTAHHBIX OCYIIECTBISCTCS C IENHIO
CBOEBPEMEHHOTO BBISIBJICHUS U TIPEIOTBPAIICHHS yTEUYKH MEPCOHAIBHBIX JTaHHBIX 3a
CYET HECAaHKIIMOHMPOBAHHOTO [IOCTYMa, a TaKXKe TMPEIyNpeKICHUS BO3MOXKHBIX
CIIeIUATbHBIX BO3/ICHCTBUIA, HAITPABJICHHBIX HA YHUUYTOKCHUE TIEPCOHABHBIX JAHHBIX,
paspymieHrue  cpencts  uHpopMmatuzanuu.  KOHTpoidb  MOXKET  TIPOBOAMUTHCS
MPUBJIEKAEMBIMU JIJISl OTOM eI OPTaHU3AIMSIMH, UMCIOIIUMU JIUIIEH3UIO Ha 3TOT BUJT
nestenbHOCTH. OtneHka 3((EKTHBHOCTH Mep 3alluThl TEPCOHAIBHBIX JTaHHBIX
MIPOBOJMUTCS C UCIOJIB30BaHUEM TEXHHUUYECKHX M MPOTPAMMHBIX CPEACTB KOHTPOJIS Ha
pEeIMET COOTBETCTBHSI YCTAaHOBICHHBIM TPEOOBAHUSIM.
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